WHAT IS CALEA?

calea communications assistance

“CALEA applies to for law enforcement act

a“ faCi“tieS'baSEd CALEA requires providers to engineer their systems to
make wiretapping easier and less expensive for the

broadband Internet government.

access and intercon_ The original act was passed in 1994 in response to a

request for help from law enforcement. CALEA requires
' providers of commercial voice services to engineer their

ne'Cte'd VO]P Service networks in such a way as to assist law enforcement agen-
. ” cies in executing wiretap orders. On August 5, 2005, the
IJI'OVIC[EI'S- Federal Communications Commission, in response to a
request by law enforcement, extended CALEA compliance
FCC 05-153 to include facilities-based Internet and VolP service

released August 5, 2005 providers.

= THE CALEA MONITORING REPORT I5 DUE FEB. 12, 2007
= THE CALEA 551 REPORT IS DUE MARCH 12, 2007
» THE DEADLINE FOR CALEA COMPLIANCE IS MAY 14, 2007

. . . . | Complete Administration
SIS - secure Intercept ServiCe” | customized Network Integration
Preserved Security
Apogee's Secure Intercept Service offers
a cost-effective solution in order to avoid KEY BENEFITS
high up-front capital costs and minimize the
burden of compliance. v avoid large “start-up” costs

Apogee, a Trusted Third Party (TTP), takes ¥ minimize operating expenses
the guesswork out of complex CALEA compli- v free-up valuable IT resources
ance standards by providing customized « secure data exchange

network solutions, as well as management of
the time-consuming administrative proce- :
dures and report filings that are required to v~ adaptable to emerging technology

maintain compliance. « ongoing compliance management

+ customized service for your network

for more information: Bob Foster
caleasales@apogeenet.net
512.478.8858 x 119
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THE SOLUTION

sisesecure intercept service”

Apogee's Secure Intercept Service™(SIS) provides a complete compliance solution for the interception,
administration, and delivery process to meet standards of CALEA. This option offers a cost-effective alter-
native to in-house deployment, delivering a reliable and secure solution, covering all CALEA and lawful
interception guidelines.

= COMPREHENSIVE
SIS" is a turnkey service, addressing the technical and operational requirements from
start to finish - from receiving the warrant, defining the target, intercepting the data
and converting the data to the required format.

B CUSTOMIZED
Apogee’s customized intercept services will integrate into your current network
system as well as adapt to future modifications to ensure you maintain compliance as
your network grows.

= COST EFFECTIVE
5157 is a streamlined intercept technology process that will help you avoid unnecessary
and excessive up-front hardware and software costs as well as the time and expense
required in the administration procedures for ongoing compliance

= SECURE
Apogee understands the importance of preserving your network security, including
authenticating the validity each warrant ensuring it is legal and proper.

THE PROCESS

STEPS:

1. Access the intercepted data.
2. Administer the intercept. APOGEE SIS
3. Convert the intercepted data into a delivery standard.
4, Securely deliver intercepted data to LEA systems.

SECURE
ENCRYPTED VPN
IMTERMET

[user, camputer)

Netwark Support: Standards Support:

Wireline ANGL J-STD-0Z5/B LAWY EMFORCEMENT AGEMCIES
Wireless AMSET1.678 (ValP) [FBI, Hate Police, eic.)
Cable AMSIT1, 724 (Wireless packet data)

Broadband/I15P"s

for more information: Bob Foster

caleasales@apogeenet.net
512.478.8858 x 119
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